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Why are We Talking About This?

When security is not administered, it typically becomes
‘undone.’
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System Values

=  Ensure they meet security best practices:

= |IBM i Security Reference

= |BM i Security Administration and Compliance, Third edition
> " Risk Assessment output
Where they don'’t, evaluate the risk:

= Of changing

= Of not changing
Key system values:
=  QSECURITY

=  QPWD*

=  QMAXSIGN
=  QAUD*

=  QCRTAUT

QSSL*

R
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User Profiles
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Reviewing User Profile Capabilities

= Group profile assignments
= Special authorities

Limited capability setting
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Working with User Profiles

Traditional interfaces:

= WRKUSRPRF cw* or *ALL
= CRT/CHG/DLTUSRPRF

= PRTUSRPRF

= DSPUSRPRF USRPRF(*ALL) OUTPUT(*OUTFILE)
OUTFILE(your _lib/your_file)

Modern interfaces:
= Navigator for i
= |IBM Service: QSYS2.user_info
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Service Account Setting Recommendations

= Create the profile with the following attributes:
= SPCAUT(*NONE) — where possible. Do not default to *ALLOBJ!
= LMTCPB(*YES)
= INLPGM(*NONE)
= INLMNU(*SIGNOFF)
= ATNPGM(*NONE)
= TEXT('Something informative’)
= PASSWORD -> Not a default!
= PWDEXPITV -> Recommend the pwd be changed periodically

—> Add rules in exit point products to stop these profiles from being used for
other purposes.




Groups / Ownership Account Setting Recommendations

Create the profile with the following attributes:
= SPCAUT(*NONE) — where possible

» PASSWORD(*NONE)

= PWDEXPITV(*SYSVAL)

= STATUS(*DISABLED)

= LMTCPB(*YES)

= INLPGM(*NONE)

= INLMNU(*SIGNOFF)

= ATNPGM(*NONE)

SSSSSSSS




Protecting Data

SSSSSSSS



Working with System Values

Name T/

audit

Auditing Control

Auditing Level

Auditing Level Extension

RABR I m &Py g

Ale
o)
_Jo

Audit Journal Receiver Library

Audit Journal Receiver

ZJSE

Security Configuration Information e

Current Value 1]

*AUDLVL *OBJAUD *NOQTEMP

*AUDLVL2

*AUTFAIL *NETFAIL *PGMFAIL
*SECCFG *SECRUN *SERVICE
*NETSECURE*CREATE

QAUDRCV

AUDRCV1346

Values T/

*NOTAVL, *NONE, *OBJAUD, *AUDLVL,
*NOQTEMP

*NONE, *AUDLVL2

*NONE, *NOTAVL, *ATNEVT, *AUTFAIL, *CREATE,
*DELETE, *JOBBAS, *JOBCHGUSR, *JOBDTA,
*NETBAS, *NETCLU, *NETCMN, *NETFAIL,
*NETSCK, *OBJMGT, *OFCSRYV, *OPTICAL,
*PGMADP, *PGMFAIL, *PRTDTA, *PTFOBJ,
*PTFOPR, *SAVRST, *SECCFG, *SECDIRSRY,
*SECIPC, *SECNAS, *SECRUN, *SECSCKD,
*SECURITY, *SECVFY, *SECVLDL, *SERVICE,
*SPLFDTA, *SYSMGT

500 Vv

Description T)

The current setting for the auditing contr
system value

The current setting for the auditing level
value

The current setting for the auditing level
(QAUDLVL?2) system value

The name of the library that contains the
attached to the security journal

The name of the journal receiver attache|
journal

http://your_system_name:2002/Navigator/login

SECURITY



Users (or Groups) — Navigator for i

Users and Groups

Create Group

cwoodbury [E]

A mo o

Name Tl | Profile Status T] B EEEIN- UG0S 4 Description Tl Group Tl = Supplemental Groups Tl ' Profile Type Tl ' NetServer Disabled
e @ ¥ |[re] ¥ I A G B G C1 B G O S T B G |
CWOODBURY2 *ENABLED *ALLOBJ *NONE User NO

*ALLOBJ *SECADM
*JOBCTL *SPLCTL *SAVSYS Charles Guarino - Demo

Jo, 7, [ m &5 By

CGUARINO DISABLED *SERVICE *AUDIT Presenter NONE User NO
*IOSYSCFG
*ALLOBJ *SECADM
. *JOBCTL *SPLCTL *SAVSYS Charles Guarino - Demo "
CGUARINO1 DISABLED *SERVICE *AUDIT Presenter NONE User NO
*IOSYSCFG

7 N \
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Profiles with a Default Password

38 -- Find user profiles with default passwords (password same as the user profile name)

39 -

40 select USER_NAME, STATUS, PASSWORD_EXPIRATION_INTERVAL, SPECIAL_AUTHORITIES, GROUP_PROFILE_NAME,
41 SUPPLEMENTAL_GROUP_LIST, LAST_USED_TIMESTAMP, CREATION_TIMESTAMP, USER_CREATOR,

42 TEXT_DESCRIPTION

43  from gsys2.user_info
44  where USER_DEFAULT_PASSWORD = "YES'
45  order by status;

Password Group Supplemental
Expiration Profile Group Last
Authorization Interval Special Name List Used
Name Status Authorities Timestamp
PASSWORD_EXPIRATION GROUP_PROFILE_ SUPPLEMENTAL_GROUP
USER_NAME STATUS _INTERVAL SPECIAL_AUTHORITIES NAME _LIST LAST_USED_TIMESTAN
*DISABLED 0 *ALLOBJ *NONE - -
*DISABLED 0- *NONE - -
*DISABLED 0- *NONE - -
*DISABLED 0 *SECADM *NONE - -
*DISABLED 0- QPGMR - -
*DISABLED 0- *NONE - 2020-09-16 00:00:00.000f

Hints:
« Use this method to perform other analysis on user profile configuration. For example:
* Profiles not limited *YES (not LMTCPB(*YES))
* Profiles with a non-expiring password (PWDEXPITV(*NOMAX))
Include (or remove) the other attributes selected so it makes sense for your reporting / an@@
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Listing Inactive Profiles with SQL

47 -- List User profiles that haven't been used in the last 3 months

48 --

49 SELECT user_name,

50 date(last_used_timestamp) as last_used,

51 timestamp(previous_signon, 0) as last_signon,

52 timestamp(creation_timestamp, 0) as create_time,

23 status,

o4 text_description

o5 FROM QSYS2.USER_INFO

o6 WHERE (last_used_timestamp [S NULL

o7 OR last_used_timestamp <|CURRENT TIMESTAMP - 3 MONTHS)|

28 . AND (creation_timestamp < CURRENT TIMESTAMP - 5 MONTHS),

Authorization Text

Name Status Description
USER_NAME LAST_USED LAST_SIGNON CREATE_TIME STATUS TEXT_DESCRIPTION
#GNOTEST - - 2022-01-03 09:07:31 *ENABLED -
AAATIM4 - - 2021-07-07 09:01:55 *ENABLED asdfasdf
AARONC 2020-03-11 2020-03-11 09:03:36 2019-05-06 14:17:45 *ENABLED -
AATIM - - 2018-08-27 07:41:53 *ENABLED Setsrgee
AATIM3 - - 2022-10-21 13:18:20 *ENABLED Test users
ACADMNO1 2020-09-15 2020-09-15 16:15:08 2019-05-02 17:05:31 *ENABLED Admin user for authority collection

Make sure you're looking at the right date. Last used, NOT last sign-on! jd?

SECURITY



Security Must be More than Menu ‘Security’
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Data May be in Either a Library or a Directory

= Data should be secured

= For Integrity ->
= *PUBLIC(*USE) for objects in a library
= *PUBLIC DTAAUT(*RX) OBJAUT(*NONE) for objects in a directory

= For Confidentiality ->
= *PUBLIC(*EXCLUDE)
= *PUBLIC DTAAUT(*EXCLUDE) OBJAUT(*NONE)

Use Authority Collection to determine how much authority
IS required.
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To Review Object Authorities

QSYS2.object_privileges (same as the DSPOBJAUT
command)

QSYS2.ifs_object privileges (same as the DSPAUT
command)

QSYS2.object_ownership (same as the WRKOBJOWN
command or QSYLOBJA API)

SSSSSSSS



Fresche Security — The GUI

TGCENTRAL Show~ [en] @  ADMIN & ~

X
& Dashboard O 0
& Server Management . .
0% Since last Month 0% Since last Month
+, Rules
Reports Run © Empty Reports e Error Reports ©
\ ™card
& Groups » Report Cards Run [ ]
iE Calendar
lm Statistics of Reports A Activity History
B Reporting “
2l User Login ADMIN 09:09
= Activity
Server TGSE1. TRINITYGUARD.COM
ifx Real-time Events i e edited 0021
# Admin N

Metwork Security Defaults imported

- nn-24

Access Escalation Defaults imported

n-24

Inactive Session Lockdown Defaults

. / —‘h\ . . / \\--.____ | imported 00-24

- - _ - ] _ ) Resource Manager Defaults imported

202308 2023-10 00-21



Fresche Security — The GUI

TGCENTRAL [en] ©  ADMIN &

i Far
& Dachboard Remote Exit Rules £ Refresh
.-:. Seruerl.—’anagewent % Show 50 w | entries Q
& Servers Exit
Operation Client Alert Rule
2 Server Groups Server User/Group Server Function IP Calendar Status Action Object Details Action
TGSE1.TRINITYGUARD.COM *PUBLIC *ALL *ALL “NONE *NO *PASS
4, Rules i
TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON *ALL “NONE *NO *PASS
R TGSE1 TRINITYGUARD.COM PMB FTPSRV LOGON 10111235 *NONE NO *PASS
» Network Security < TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.27.81.32 "NONE YES “PASS
*ALL *PUBLIC “ALL “ALL *NONE *NO *PASS ion
Socket Rules .
TGSE1.TRINITYGUARD.COM PMB FTPSRY *ALL 10.11.12*  *NONE *NO *PASS
Remote Exit Rules
TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.27.81.* *NONE *NO *PASS
Exit Point Config TGSE1.TRINITYGUARD.COM -ADMIN FILE *ALL 10 *NOMNE *NO *PASS fhome/PMBimydir
Defaults TGSE1.TRINITYGUARD.COM PME DESQL *ALL 10.* “NONE *NO *PASS FINANCE/CUSTMASTFILE ¥
TGSE1.TRINITYGUARD.COM PMB FTPSRY *ALL 1027 *NONE *NO *PASS
» Access Escalation Mgmt.
v TGSE1.TRINITYGUARD.COM PMB DBSQL =ALL 10.27.81.26 *NONE YES “PASS FINANCE/CUSTMASTFILE
> Inactive Sess. Lockdown TGSE1. TRINITYGUARD.COM :ADMIN FTPSRV LOGON 10115 *NONE “YES *PASS
» Resource Manager v TGSE1.TRINITYGUARD.COM PMB FILEGRP 10.27.81.30 *NONE *NO *PASS [MrinityGuard/Reports
TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.27.81.23 *NONE *YES *FAIL Action +
» User Profile Manager ) A -

) First - Last
» Detect Monitors ”

» Database Encryption “

» Command Security -



Fresche Security — The GUI

TGCENTRAL [en] @  ADMIN & ~

List of Roles £ Refresh
& Dashboard m

i Server Management : Show 50 w  entries Q

£ Servers Built-
Name Description in Functions
£ Server Groups

Admin Power user with access to all Functionality Yes
+ Rules - Auditor Ability to create, view, run, and rerun reports. Auditor has the ability to view rules (ie JAM), but not change or delste them. Yes
Creator Responsible for creating reports, and should also have everything that a Reader has. Yes Action -
% Groups  Action -
Helpdesk  Usually helps users troubleshoot issues with their reports, or logging in, etc. Hance they can generally do everything an Auditor can do, Yes
= Calendar and actions to users, except delete them.
Reader Ability to visw reports and delta reports. Yas
B Reporting
Super Everything the Help Desk has, plus the ability to maintain rules and delete users. This would be the equivalent of the Admin, minus Rules, Yes
User and Settings.
[3 Reports
First - Last
[0 Report Cards
= Activit

i Realtime Events

& Admin

Users

Roles

Settings



System Values
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Security Configuration Information

= Actions

Name

audit @

Create Object Auditing
Audit Journal Exists
Auditing Control

Auditing Level

Auditing Level Extension

Audit Journal Receiver Library

Audit Journal Receiver

Current Value

Filter

*MONE

YES

*AUDLVL *NOQTEMP *0BJAUD

*AUDLVLZ

ATMEVT "AUTFAIL *CREATE "DEL
ETE “JOBDTA*NETCMM *NETSCK
*METTELSVR*NETUDP *OBJMGT *
OFCSRV *OPTICAL *PGMADP *PG
MFAIL *PRTDTA*FTFOBJ *PTFOP
R *SAVRST *SECURITY *SERVICE
*SPLFDTA *SYSMGT

ZAUDJR1215

Possible Values

Filter

*MONE, *USRPRF, *CHANGE, ALL

YES, NO

*MOTAVL, *NONE, *CBJAUD, *AUDLVL, *NOQTE

MP

*MONE, *AUDLVLZ

*MOMNE, *NOTAVL, "ATNEVT, "AUTFAIL, *CREAT
E. *DELETE, *JOBBAS, *JOBCHGUSR, *JOBDTA,
*METBAS, *NETCLU, *METCMN, *NETFAIL, *NET

SCEK, *0BJMGT,

‘OFCSRY, *OPTICAL, *PGMADF,

*PGMFAIL, *PRTDTA, *FTFOBJ, *FTFOFR, *SAV
RST, *SECCFG, *SECDIRSRV, *SECIPC, *SECNA
5, *5ECRUN, *SECSCKD, *SECURITY, *"SECVFY.
*SECVLDL, *SERVICE, *SPLFDTA, *SYSMGT

n >o0
U

Filtered Rows: T | Total Rows: 46

Description
Filter

The current setting for the create object
auditing (QCETOBJAUD) system value
Whether the security journal QAUDJEN
exists

The current setting for the auditing contr
ol (QALUDCTL) system value

The current setting for the auditing level
(QAUDLVL) system value

The current setting for the auditing level
extension (QAUDLVLZ) system value

The name of the library that contains th
e journal receiver attached to the securit
Y journal

The name of the journal receiver attach
ed to the security journal



System Values
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System Values

= Actions

Category

‘I'I
o

Auditing

Date and Time

Devices

|International

Jobs

Library Lists

Messages and Service

FPassword

Performance

Power Contro

Description

m
3

Changes auditing values

Changes date, time, and time zene information

Changes device auto-configuration and recovery values

Changes locale settings and format of numbers, currency,
dates, and time

Changes system level job limits and default job properties

Changes the default library lists

Changes message, logging, and service information

Changes password expiration and validation

Changes performance values for processing, memaory poo
Is, communications, and database

Changes power supply values

System Values

Filter

QAUDCTL, QGAUDLVL, QAUDLVL2, QAUDENDACHN, QAUDFRCLVL, QCRTOBJAUD

QDATETIME, QCENTURY, QDAY OFWEEK, QDATE, QYEAR, GMONTH, QDAY, QLEAPADJ, GTIM
E, QHOUR, QMINUTE, QSECOND, QTIMADJ, QUTCOFFSET, QTIMZON

QAUTOCFG, QDEVMNAMING, QAUTORMT, QAUTOVRT, QDEVRCYACHN

QDATFMT, QDATSEF, QTIMSEF, QDECFMT, QCURSYM, QLANGID, QCNTRYI1D, QKEDTYPE, QC
CSID, QCHRID, QCHRIDCTL, QSRTSEQ, QIGC, QIGCCDEFNT, QIGCFNTSIZ, QLOCALE, QSETJ
OBATR

OMAXJOE, QACTJOE, QTOTJCE, QADLACT, QADLTOT, QLOGOUTPUT, QJOBMSGOFL, QU OBM
SGAMX, QINACTMSGO, QDSCIOBITY, GMLTTHDACHN, QSPLFACN, QJOBSPLA, GMAXSFLF,
ENDJOBELMT, QALWJIOBITE

QSYSLIBL, QUSRLIBL

QHSTLOGSIZ, QCFGMSGA, QACGLVL, QSTSMSG, QPREHLDITY, QSFWERRLOG, QSRVDMF,
QRMTSRVATR

QPWDLVL, QPFWDCHGELK, QPWDVLDPGM, QPWDMINLEN, QPWDMAXLEN, QPWDRQDDGT,
QPWDLMTAJC, QPWDLMTCHR, QPWDLMTREF, QPWDRQDDIF, QPWDFPCSDIF, QPWDRULES
QPWDEXPITV, QPWDEXPWRN

QDYNPTYADJ, QDYNPTYSCD, QFFRADY, QMAXACTLVL, GMCHPOOL, QBASPOOL, QGBASACT

VL, QTSEPOOL, QCMNRCYLMT, QCMMARE, GPASTHRSVR, QQRYDEGREE, QQRYTIMLMT, &
DEFSTCCOL, QLIBLCKLVL, QTHDRSCAFN, QTHDRSCADJ

QUPSDLYTIM, QUPSMSGQ



System Values

WRKSYSVAL QAUDI_VL - ContrOIS the |eve| Display System Yalue
of action auditing on the 5 vElue . . .0t QAUDLWL
,,If the QAUDLVL SyStem Value Description : Securdty auditing lewvel
contains the value *AUDLVL2, then Auditing Auditing
the values in the QAUDLVL2 system  |SSe oPtiong

value will also be used. If

the QAUDLVL system value does not
contain the value *AUDLVL?2,

then the values in the QAUDLVL2
system value will be ignored. “

— from QAUDLVL Extended help

FAESCHE



System Values

WRKSYSVAL QAUDLVLZ Display System Yalue

Display System Yalue - Help
Display system
ptay =y ALl security-related functions are audited.
: o« Security configuration [(See *SECCFG)
system value . . . 0. WAUDLWLZ : o Changes or updates when doing directory service functions
Description . . . W . Securdity auditinc: (5ee *SECDIRSRY)
- Changes to interprocess communications (See #5SECIFC)
Metwork authentication serwvice actions [Ses *SECHNAS)
: Securdity run time functions [See *SECRUN)
HLuﬂitirwg Auc: Socket descriptor [See ®%SECSCKD)
: : Useof wverification functions (See *SECVFY)
options opt , . . .
: Changes to wvalidation list objects [(See ®SECWLDL)
*ATNEWT #OF . ’ !

*AUTFAIL *PL: Mote: *SECURITY is composed of several wvalues to allow you to
+CRERTE # P better custemize your auditing. If you specify all of the

: values, you will get the same auditing as if you specified
*DELETE *PE «SECURITY. The follewing values make up *SECURITY.

#JOBDTH #PT: More. ..
M ET CMM s PT: F3=Exit help Flo=Mowe to-top FlZ2=Cancel Fl3=Information Assistant

#METTELSVE #SECURTTY
#METUDR #SERVICE
*OBJMGET #5PLFDTA
# O CSHEY k5 SMGT

Fress Enter to continue.

Fa=E=xit FlZ2=Cancel




System Values

WRKSYSVAL QAUDCTL

“A change to this system value takes effect immediately for all jobs
running on the system. The shipped value is *NONE. “
— from Audit control Extended help

QARUDCTL
Auditing control

Type choices, press Enter.

Auditing
control
*AUDLVL
0B JAUD
*h OQOTEMF

CHGSECAUD — What is this? FHESEHE



System Values - Policy

Define System Values policy
1=Edit Z=Change 3=5ys.Value History d4=%et to Current 3=het to Th b=3et to Exp.Value Position to:

lpt System Category  System Yalue Description Alt. Expected Yalue Current Yalue Compl
Yalue 513 St

(RBNORMSL - #5Y5CTL  Previous end of system in #NO 0 f *PASS
DACGLYL  #MSG Accounting level N0 +NA *NONE +PASS
[JACTJOE ALC Initial number of active #NO 205 200 fFAIL
QROLACTS o~ ¥ A B S .

QHDLSPLH system Yalue Compliance Status: #*FAIL Category: #ALC
escription . . ot Initial number of active jobs
QADLTOTI 0] ipti Initial ] f acti johb

OALLJOBITR
JALLIOBJRST
ALLUSROM
DASTLYL
OATHPGH
JALDCTL

e

shipped Malue ...: 200
TG Recommend . . 0 200

Current Yalue . ..: 200

L N N N N R N )

Compliance Cond .: = [INFO, =, LIKE,MLIKE, <>, <, =, <=, »=] Alert Status: #MO [#YES, *MO)

Expected Value ([ *NA/ *SHIPPED/ TG/ Malue]:

I=Help Fi=Exit|  Number of jobs 1-32767
14=Bazeline to T




System Values - Policy

Check compliance against System Values policy

System Value Compliance Status

TGTS1 ALAN 2023-12-11 03:37:52

CQABNORMSW || “SYSCTL || Previous end of system indicator *PASS 0

QACGLVL “MSG | Accounting level ‘PASS “NA
QACTJOB *ALC Initial number of active jobs *FAIL 205
CQADLACTY *ALC Additional number of active jobs *PASS *MNA
QADLSPLA *ALC Spooling control block additional storage *PASS *MA
QADLTOTY *ALC Additional number of total jobs *PASS MA
CALWJOBITP *SYSCTL || Allow jobs to be interrupted *PASS 0
QALWOBJRST || *SEC Allow object restore option *PASS *ALL
CALWUSEDMMN || *SEC Allow user domain objects in libraries *PASS *ALL

AT W =TI | lcar accictanra lawral i = #|IMTERMEN




System Values - Policy

Enforce compliance against System Values policy
TGSYSCMP ARPT(*YES) OUTPUT(*HTML) ENFO(*YES) RUNI(*YES)

TG System Value Compliance (TGSYSCMP)
Type choices, press Enter.

Audit report . . A *YES, xNO
Report output tgpe e * , *PRINT, =0OUTFILE, =HTHML. ..
Enforcement i S T *YES, =xNO
Run-interactively? . . - . . ... *YES, =xNO

FAESCHE



System Values - Policy

1=Edit Z=Change 3=5ys.Value History d=%et to Current 5=5et to Th f=5et to Exp.Value

Ipt System Category
Yalue

DABMORMSL - #3Y5CTL
OACGLVL M5
UACTJUE  #ALC
DAOLACTI  #ALC
DROLSPLA  *ALC
DROLTOTS  #ALC
OALLJOBITR #5YSCTL
DALLOBJRST #3EC
UALLUSAOMN #5ELC
ORSTLVL  #SYSCTL
OATHPGM  #SYSETL
QALDCTL  #3EC

I=Help Fi=Exit Fi=bubset FlB=5ort Fli=Cancel
14=Bazeline to Th Fli=Haseline to Shipped F1B=History FZ2=Compliance Report F23i=Enforcement

system Value Description

Previous end of system in
Accounting level

Initial number of active
Additional number of actl
Spoaling.control block ad
Additional number of tota
Allow jobs to be interrup
Allow object restore optl
Allow user domain objects
User assistance level
Attention program
Auditing control

Alt
hts

M0
M0
#M0
M0
M0
#M0
M0
M0
#M0
M0
M0
#M0

. Expected Yalue

0

#MA

205

#MA

A

#MA

f

ALL

#ALL

+INTERMED
QEZMAIN  DSYS
#AUOLYL - *0BJAUD ~ +MOOTEMP

F13=Baseline to Current

Position to:

Current Yalue

i

£MONE

205

30

2048

30

i

ALL

+ALL

+INTERIMED
NEZMAIN  Q5YS
fAUDLYL  #MOOTEMP  *0BJAUD




User Profiles

Privileged Users (common to most)
Special authorities
Group profiles

. . oy @ Dashboard Reports m £ Refresh
Limited capability

& Server Management : Show| 50 ~ entries gsys2.Us Q
+, Rules : Report Built-
QSYSZ U S E R I N FO Category Name Collector ID Collector in Platform
- & Groups ' Configuration  Storage Usage QSYS2.USER_STORAGE Storage Usage Y IBMi e
by User Profile by User Profile
iE Calendar
Configuration ~User Profile. ~ QSYS2.USER_INFO User Profile Y IBM
) Information Information
B Reporting

' @ View Details
. First - ast @ Alerting
¢ Copy
Report Cards P Run Report
£ Add to Schedule

[mg
ol

eport

L

iE Activity
- i Ernail Report
& Realtime Events

A& Admin

FAESCHE
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User Profiles

New Report 2/4 | User Profile Information | ahUserInfo

Report Fields > |»||«

A list of the job attributes that are taken
from the user's locale path.

A list of the options for users to
customize their environment.Up to 7
options are returned.

Country or region 1D.

Date when the days used count was last
reset to zero.The time portion of
timestamp will always be 0.

How the messages are delivered to the
messade queue used by the user.

User profile name.

The date and time the user last signed
on

The number of sign-on attempts that
were not valid since the last successful
sign-on.

The status of the user profile.

The date the user's password was last
changed.

Indicates whether *NONE is specified for

il m e sl iem bl o 1o e g

-

FAESCHE

SOLUTIONS



User Profiles

Reports (4 | & e | 2 mpr

Show| 50 v entries gsys2.us Q
Built-

Category Report Name Collector 1D Collector in Platform
Configuration ahUserlnfo QSYS2.USER_INFO User Profile Information N IBMi
Configuration  ah Function Usage Identifiers Q5YS2 FUNCTION_INFO Function usage N @ View Details |

identifiers .
@ Edit
Rs= 2 h_d rf Datahb Auditi Database Change M .
Hall ah_dspusrp atabase Auditing atabaze Changes G Alerting |
Best Practices  Audit SGID executables file Filz Y 2 Copy |
Best Practices  Audit SUID executables file Fila Y P Run Report |
Best Practices Disable Automounting DrOCES5es Frocesses Y = Add to Schedule |
|
o= Export

Best Practices Ensure AIDE is installed rpm_packages Rpm Packages hi |
4 Email Report

Best Practices Ensure AppArmor is not disabled in bootloader augeas Augeas Y |

configuration _
= Delete

=TT TR ST

=

Best Practices Ensure Avahi Server is not enabled file Fil=

Best Practices Ensure CUPS is not enabled file Fil= b Linux Achion =



User Profiles

Type choices, press Enter.

Collector 1ID

Collector Name

Report ID -
Override report defaults?
Reload collector data
Report output type

Run interactively?

Run Report (TGRPT)

QSYS2Z2 . USER_INFO

"User Profile Information'

OSYS2Z2 USER_INFO

*MNO *YES, =xND

*YES *Al, =YES, =x=NO
*HITML *, *PRINT, *0UIFILE,

®YES ®*YES, xNO

*HIML. ..

FAESCHE

SOLUTIONS



User Profiles

0001-01-01-

2023-11-22-

0001-01-01-

AHDFTFWD 1l 09 00.00.000000 "DISABLED | 4742 04 000000 | N© 00.00.00.000000 NO "USER
AHGRF 00.00.00.000000 "ENABLED | 560020 000000 | N© 00.00.00.000000 NO "USER
AHGRF2 00.00.00.000000 "ENABLED | 56025 000600 | N© 00.00.00.000000 NO "USER
AHGRPS 00.00.00.000000 "ENABLED | 50025 000600 | N 00.00.00.000000 NO "USER
AHGRP4 00.00.00.000000 "ENABLED | 502 000000 | N 00.00.00.000000 NO “USER
ALAN T “ENABLED | 22013 o A, NO *SECOFR [ *ALLOBJ “SECADM *JOBCTL *SPLCTL *SAVSYS *SERVICE *AUDIT <0SYSCFG
aLanesv o o 000 "DISABLED | |, 220 00 | NO 00.00.00.000000 NO TUSER
ALAN_HTML | o T 000 "DISABLED | .20 00 | NO 00.00.00.000000 NO TUSER
ALAN_ISON. | 05 67 600600 ENABLED |2 0000 | NO 00.00 00 600000 No |UsER
ALAN XML | 0060 67 000600 "DISABLED | 2 00000 | NO 00.00 00 600000 No  |USER
ALANMEA | Sout00 "ENABLED | % o000 | MO 00.00 00 600000 No  |useR
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User Profiles

Frofile Inactiwity Settings

Inactivity wntil User Profile is disakled: _ 90 (Days)
Inactivity until User Profile is deleted : (Days)
Delete profiles with password of *MONE . : #MO (#YES/ *ND)
Object cwner for objects ocwned by deleted profiles. @ QDFTOLN

Remove Deleted Profiles from TG User Group. . . . . @ #NO_ (#YES/ *MO)
Remowve Deleted Profiles from TG Rules . . . . . o . @ #ND_ (*YES/ MO

Alert when Inactiwvity Found . . . . . . .« . . . . = #H0 (#YESAxMO)

Fi=Help F3=Exit F&5=Refresh F1l2=Cancel F22=Run Inactiwvity Report F23=Run Inactiwvity Enforcement

FAESCHE
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User Profiles

TG Blueprint/Inactivity Compli (TGPRFCMP)

Type choilices, press Enter.

Component

Audit report

Users T - Sl SO

Days for disable user profile
Days for delete user profile

Report output type

* ITNMACTIVITY
*xYES x¥YES, =xNO
*xALL NAME, GENERIC=x, =xALL

*DFT *DFT, 0001-9999

*DFT *DFT, 0001-9999

*HTML *, *PRINT, x0OUTFILE,

*HIML . ..

FAESCHE
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User Profiles

FPosition to line

Line

HEEEEl
HEEEe2
HOOHES
HeEeed
HEEEES
HUEEEE
HOOHET
HEEEEE
HEEEEY
HEEE1E
HOBE1L
gEEE12
HEEELS
HeeE1d
HOEELG
HEEE1E
HEEELT
HEEE1E

-+----
Blueprint
Id

17

User

-+----

Mame
AHGRF 2
AHGRP 3
ALAM_CSY
ALAMN_HTML
ALAM_JS0M
ALAM_ <ML
ALAMMFAL
ALAMMFAZ
ALAMMFAZ
ALAMTEST
ALAM1
ALAMN 2
ALAM3
ALAM G
ALAMY
ARF1
ARTURO
ARTUROL

Display Report

R U TR

Yiolation
Category

$ACTIVITY
$ACTIVITY
*ACTIVITY
#ACTIVITY
$ACTIVITY
¥ACTIVITY
#ACTIVITY
#ACTIVITY
$ACTIVITY
¥ACTIVITY
*ACTIVITY
#ACTIVITY
$ACTIVITY
¥ACTIVITY
#ACTIVITY
#ACTIVITY
#ACTIVITY
¥ACTIVITY

Yiolation
Feyword
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE
DELETE

Wiolation
Description

User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
Usetr

profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile
profile

Report width .
Shift to column

i

inactiwvity
inactivity
inactivity
inactiwity
inactiwvity
inactiwvity
inactivity
inactiwvity
inactivity
inactivity
inactivity
inactiwvity
inactiwvity
inactiwvity
inactiwvity
inactiwvity
inactiwity
inactivity

R N

R R
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User Profiles

Display Repart
Report width .
osition to line el shift to column C
ine I I s I I I . R . I . Sl FRE Sl
ent Blueprint
e YWalue

date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign
date-sign

£
£
£
£
fod

Lo

123703714,
123703714,
123503714,
P23SE2SEE,

Lo,

122711718,

fod
Lo,
Lo,

1187086/ 21,

fod
£,

122/08/02,
122/ HE/02,
P22/0819,
122708722,
122708/ 22,
122508522,
123703714,
123703714,
123503714,
P23SE9SLT,
123706720,
122711418,
122/08/02,
P22/HE502,
122408718,
:18/087/16,
119707716,
$19/087/168,

122711718,
122711718,
Lo,
fHoh o,
fod
food
123703714,
123703714,
123703714,
T23SH2500,
L
122711018,
fod
Lo,
Lo,
:18/086/ 21,
122708/ 04,
L A

Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Thactive
Inactive
Inactive
Tnactive
Thactive
Inactive
Inactive
Inactive
Tnactive
Inactive

320 days,
3200 days,
411 days,
411 days,
411 days,
411 days,
204 days,
204 days,
204 days,
240 days,
428 days,
320 days,
428 days,
428 days,
412 days,

1931 days, Archived = #YES

Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived
Archived

#YED
#YES
#YES
¥HES
#YED
#YES
#YES
¥HES
#ES
#YES
¥YES
¥HES
#YES
#YES
¥YES

426 days, Archived = #Y¥ES

2705 days, Archived = #*YES
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User Profiles — Privileged Access Management

Remove *SECADM, create profile templates/blueprints

Use Case: Restricted User Provisioning without *SECADM
Allow Development manager (ALANNONSEC) the ability to enable their service
account (APPO1) when needed.

FAESCHE



User Profiles — Privileged Access Managment

Create Blueprint APPO1_STATUS CHANGE

Blueprint - Add [(Step 1/G)

y-until U
y until U

Description

Statys STATUS *EMABLED

FAESCHE
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User Profiles — Privileged Access Management

Create Blueprint APPO1_STATUS CHANGE

Blueprint ID.

! APPE1_STATUS_CHAMGE

BElueprint - Add [(Step 3/6)
User Profile Object Authoriti

Description. : AFFO1 STAT

Enter the Object Authority settings.

#[JSEFRF 0Object
Object Ouner

Ouner Authority .
+#FPUELIC Authority .

#MSGEEH - 0b ject
Object Ouner

Owrner Authority .
#PUBELIC Authorituy .

TGTS1
ALAM

Blueprint “ID
Description

Set 3rd Party script to
4=Delete

Script  Script
Ipt Tupe Statement

[+DFT,Mame, *JSRPRF
[ *CHAMGE , #USE, #EXCLUDE , #ALL )
[+BUTL, #USE, *CHANGE , #ALL , *EXC

[+DFT Mame, +15RPRF)
[+CHANGE , +USE , +EXCLUDE , +ALL)
[+AUTL . *USE, =CHANGE , +=ALL )

Elueprint - Add (Step 5/6)
3rd party Integration

: APFEL_STATUS_CHANWGE
: APPEL1 STATUS CHAMGE
run and Fass

User Profile(SUSRPRF)  andfor Description [(STEXT)

Blueprint - Add (Step 4/6)
Authority List Settings

Blueprint ID
Description

! APPEL_STATUS_CHANGE
! AFPOL STATUS CHANGE

et the Authority Lists.
d=Delete

Authority
Opt List

Authority

Yalue Description

Blueprint - Add (Step 6/6)
Blueprint Permissions

Elueprint I0, . @ APPOL_STATUS_CHANGE

Oescription. . @ APPOLSTATUS CHAMGE

Authorize admnin/help desk users to use the blueprints.

(:TGUSGRP) +
(#ES,#ND)
(#YES, #N0)




User Profiles — Privileged Access Management

Blueprint APPO1_STATUS CHANGE

Check it out, test it!

TGPRFCMP COMPN(APPO1_STATUS CHANGE) OUTPUT(*) ENFO(*NO)
RUNI(*YES)

TGPRFCMP COMPN(APPO1_STATUS CHANGE) OUTPUT(*) ENFO(*YES)
RUNI(*YES)

FAESCHE



Protecting Data — Exit Points

Exit Programs

= Actions

Exit Point Name

Filter
LBV LINFS_EINTRY
QIBM_QNPS_SFLF
QIEM_QPWFS_FILE_SERWV
QIBM_QS0_ACCEPT
QIBM_QTG_DEVINIT
QIEM_QTMF_CLIENT_REQ
QIBM_QTMF_SERVER_RECQ
QIBM_QTMF_SVE_LOGOM
QIBM_QTMX_SERVER_REQ
QIBM_QTMX_SVR_LOGOM
QIBM_QTOD_SERVER_REQ
QIBM_QZDA_INIT
QIBM_QFZDA_MNDE1

QIBM_QZDA_NDEA1

Exit Point Format T

Filter

EN TR Iou

SPLFO100

PWFS0100

ACPTO100

IMITO100

VLRQO0100

VLRQO100

TCPLO300

VLRQO100

TCPLO300

VLRQO100

ZDAI0100

ZDADO100

ZDADO200

Registered

Filt
TES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

YES

Complete

Filt

TES

YES

¥ES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

Exit Program Number

Fa)
Filter

o
100

Filtered Rows: 29 | Total Rows: 121

=

Exit Program Library

T

[l g LW

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

TGPROD

i

View SQL

Exit Program

Filter
NIV UL
NTW7T0D02P
NTW7F0002P
NTWT0001P
NTWT0004P
NTWT0003P
NTWT0003P
NTWTO003P
NTWT0003P
NTWT0003P
NTWT0003P
NTW70002P
NTW7T0D02P

MNTWT0002P




Protecting Data — QSYS

Use QSYS authority schemas

Schema ID.
Description.

APPO1_05YS
ARFO1_05YS

2=Edit 3=Copy d4=Delete 5H=Display

File Path or
Opt Sys RSP

Library Object

Mame

Auth
List

User
Object

Object
Ouwner

Exception

*¥5Y5S *SYSBAS
5V #SYSBRS

tAFPPEL
*AFFEL

APFO1L
APFO1

*MONE
*MONE

¥PUBLIC
APFO1L

*ERCLUDE #M0
#ALL #M0

Schema ID

Schema Description
File System.

APPO1_0SYS
APPO1_QSYS

#5545

Schema ID

Schema Description
File System.

RPPEL1_OSYS
APPBEL_QSYS

¥5TS

Schema ID

Schema Description
File System.

APPAL_0SYS
APPAL_OSYS
#5545

Schema ID

Schema Description
File Sustem.

APPEL_QSYS
APPAEL_QSYS
#5455

Object Scope
Object Mame. #ALL
Object Library
Object Type.
RSP Mame
Object Huthurltg Settlngs
Object Ouner
Authorization List
Object Primary Group.:
Adopt User Profile : *0LWMER
Adopt Authority. #YES
User Authority Settings

User Mame.

Object Huthurltg

#FGEM

*MHOME

£SE

: APFPO1
: #5YSBERS
APPE1

*MOME

: ¥PUBLIC

Object Scope
Object Mame. *HLL
Object Library
Object Tupe.
ASP Mame .
Object Huthurltg Settlngs
Object Ouner
Authorization List
Object Primary Group.:
Adopt User Profile : *0LNER
Adopt Authority. #4ES
User Authority Settings

User Mame.
Object Authority

+PGEM

*HOMNE

*+ALL

: APPEL
: ¥5YSBERAS
: RPPBE1

*MHONE

: APPEL

Object Scope

HPEO1

Object Mame. :
T OSYS

Object Library
Object Type. + %L IR

RSP Mame 1 ¥5YSBERS
Object Huthurltg Settlngs

Object Ouwner APPE1
Authorization List ARPE1
Object Frimary Group.: &HONE
Adopt User Profile : ¥USER
Adopt Authority. . . : MO

User Authority Settings
User Mame.

. *PUELIC
Object Authority

: #AUTL

Object Scope

HPEO1

Object Mame. :
1 OSYS

Object Library
Object Tupe. . *L IR
ASP Mame : *5YSBEAS
Object Huthurltg Settlngs
Object Ouner : APPO1
Authorization List AP AL
Object Primary Group. @ #xHONE
Adopt User Profile : *USER
Adopt Authority. . . @ #MOD
User Authority Settings

User Mame. . : APPB1
Object Authority *ALL




Protecting Data — IFS

Use IFS authority schemas

TAT51 Default Authority Schema - Add Aant Pefault Aughority Schema - Qdd

ALAM

ALAR
Schema ID .. . -« & w -APPB1 TFS [Mame]
Schema DBSCPlptan i w .z Application B1 TFS Example

Schema 10 : APPOL IFS [Nane) Alert Status. . . . < . . 1 =HO [+7ES, =M0]

Schema Description : Application O1 IFS Example TFeYcope

flert Status LTS (#YES, *H0) IFS Path. . . . . . . . . : fdemosappOl

Include IFS or Library Object.: #IFS [#5Y5,#IF5, #ALL,#N0) IFS Depth: - _— >

Filter Details : #NONE [#NONE,Filter Nane) Db deot e ISR o TR L +SAME, Name)

Nbject Scope Authorization List. . . .f ®HOME [+MONE . +SAME, Hame )
thjct Hon J (AONE L T80 Neme Generi) + |OBGSERCoEnany Sropet ot hoNe T (NSt o) o
Nbject Library 4 [#ALL,Name,Generict) #PUUBLIC Data Authority. . : *=EXCLUDE [#MOME , +RWH, #R¥_ #RW, =1

TETS1 AU TETS1 Au TGTEL Au
ALAM ALAMN ALAN

Schema IDw . . . . @ APRBA.IFSZ Schema ID-w . . . . @ BPPBA.IFS? Schema I . . . . ¢ APROL.IFSZ

Schema Description . Application 01 IFS Example Schema Description . @ Application 81 IFS Example schema Description . @ Application Ol IFS Exanple
File System. . . . . 0 *IF5 File System. . . . .+ #IFS File System. . . . . &+ #IFS

IFS Scope IFS Scope IFS Scope

IFS Path . . . o v fdemufannﬂiflnq IFS Path . . . . . o & fdemofappllslog IFS Path . . . . . o : fdemeﬂDDﬂlleu

IFS Authority Settings
Obiect Ouner . APPAL IFS Authority SEttlngs IFS Authority Sﬂttlﬂgs

Auttorfdation List . ; #NOME Object Ouner . . . . 0 APROL Y A

Obdect Primary Grouwp.: *=HOME Authorization List .00 #NONE ﬁuthnrlzaTlnn List~
Object Primary Group.: *=HOME Object Primary Group.:

lser Authaority Settlngs ) .
User Mame. . .. . . i *PUBLIC User Authority Settings User Authordgy Settings

Ob ject Hutharltu ..o #NOMES Uzer Mame. . . . . . @ HBPPE1 USQP Mame. . R E GRPPGHRS
Data Authority . . . = #EXCLUDE Object Buthority . . @ #ALL Object Authority . . @ #NONHE
Data Authority . . . : Data Authority .




Actions to Review from the Audit Journal

Reports
Show | 50 ~  entries joumal_ Q,
Category Report Name Collector IDw Collector Built-in Platform

Configuration  Object Auditing Attribute Changes Joumnal_AD Object Auditing Attribute Changas Y IBMi
Profile Awuthority Failures Journal_AF Authority Failures Y IBMi
Configuration Programs that Adopt Authority were Executed  Journal AP Programs that Adopt Authority were Executed Y IBMi
Configuration  EIM Aitribute Changes Journal_AlU EIM Attribute Changes Y IBMi
Resource Row and Column Access Control Joumnal_AX Row and Column Access Control Y IBMi
Resource Advanced Analysis Command Configuration  Journal C3 Advanced Analysis Command Configuration Y IBMI
Profile Authorization List or Object Autheority Changes Journal_CA Authorization List or Object Authority Changes Y IBEMi
Resource Commands Executed Joumnal_CD Commands Executed Y IBMi
Resource Create Operations Journal CO Create Operations Y IBMi
Configuration User Profile Changes Journal_CP User Profile Changes Y IEMI
Configuration Change Request Descriptor Changes Joumnal_CQ Change Request Descriptor Changes Y IBMi
Metwark Cluster Operations Journal _CLU Cluster Operations Y IBMi
Profile Connection Verifications Journal_CV Connection Verifications Y IEMi
Configuration Cryptographic Configuration Changes Joumnal_CY Cryptographic Configuration Changes Y IBMi
Resource LOAP Operations Journal DI LOAP Operations Y IBMi
Resource Delete Operations Journal DO Delete Operations Y IEMI
Profile Changes to Service Tools Profiles Joumal_DS Changes to Service Tools Profiles Y -

© B HIESCHE
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Actions to Review from the Audit Journal — Reports

Subzset Criteria - Collector ID:
Report Mame :

1=%ort Fields 2=Edit 3=Copy d=Delete H=Alerts B=Defaults T=Run 8=Field List

Dpt Collectaor ID

LACTIVE_JOB_INFO
IATA_QUELUE_ENTRIES
DROA_AUTHENTICATION
LERIT_POINT_INED
CERIT_PROGRAM_INMFO
LFUNMCTION_INMFO
LFUNCTION_USAGE
GROUP_PTF_INFO
OURMAL _INFO
TOURMALED_OBJECTS
ICENZE_INED
LMEDIA_LIBRARY_IMFO

Fl=Help F3=Exit Fb=Add Report

*ALL
*ALL

Report Mame

Active Job Information
Data Queus Entries
and DOM Use
Point Information
Exit Program Information
Function Usage Identifiers
Function Usage Configuration Details
Group PTFs Information

Journal and Remote Journal Information

Fli=5ort Fll=Report Type

Report Tupe: #*BUILT-IN

9=Filter

Fld=Cancel

Category < ALk
HEpDFt 10 - xALL

FPosition to:

Report ID

UEUE_EMTRIES
52_DRDA_AUTHENTICATION
IT_POINT_INFO
T_PROGRAM_INFO
FUNCTION_INFO
FUNCTION_USAGE
GROUP_PTF_INFOD
TOURMAL_INFO
HALED_DBJECTS
LICENSE_INFO
_MEDIA_L IBRARY_INFO

Category

Configurat
lBsource
Configurat
Configurat
Configurat
Configurat
Configurat
Configurat
Configurat
Resource
Configurat
Configurat

More. ..
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Actions to Review from the Audit Journal — Reports

Configuration
Resource

Configuration
Configuration
Configuration
Configuration

Configuration

Configuration

Configuration

Resource

Configuration
Configuration
Configuration
Configuration

Configuration

Active Job Information

Data Queue Entries

DRDA and DOM User Accass
Exit Point Information

Exit Program Information

Function Usage Identifiers

Function Usage Configuration Details

Group PTFs= Information

Journal and Remote Journal
Information

Journaled Objects

Products License Information

Media Library Status Details
Memory Pool Details

Message Queue Data by Date range

IPv4 and IPvE Network Connection
Details

QSYS2.ACTIVE_JOB_INFO
Q5YS2.DATA_QUEUE_ENTRIES
QASYS2.DEDA_AUTHENTICATION
QASYS2.EXIT_POINT_INFO
QASYS2.EXIT_PROGRAM_INFO
QSYSZ.FUNCTION_INFO

QASYS2.FUNCTION_USAGE

QSYS2.GROUP_PTF_INFO

QASYS2 JOURNAL_INFO

Q5YS2.JOURNALED _OBJECTS
Q5YS2.LICENSE_INFO
QASYS2.MEDIA_LIBRARY _INFO
QASYS2.MEMORY _POOL
QSYS2ZMESSAGE_QUEUE_INFO

QSYS2.NETSTAT_JOB_INFO

Active job information

Data Queue Entries

DRDA and DDM User Access
Exit Point Information

Exit Program Information
Function usage identifiars

Function Usage Configuration
Details

Group PTFs Information

Journal and Remote Journal
Information

Journaled Objects
Products License Information
Media Library Status Details

Memaory Pool Details

Message Queue Data by Date range

IPv4 and IPvE Network Connection
Details

= = = = = = =

=

=

= = = = = =

|BMi

|BMi

IBMi

IBMi

IBMi

IBMi

& View Details

G Alerting
£ Copy

P Run Report

Action -

Action -

Action -

Action -

Action -

Action -

& Add to Schedule

2% Email Report
1B

IBMi

IBMi

IBMi

IBMi

il

Action -

Action -

Action -

Action -
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TGFree Security Assessment | Analysis

Regulation Pass Number of

# Category Report Name Clause Criteria Rows

1 Resource Authorization Lists with Public Access 1

2 Profile Group Profiles with Passwords 1

3 Resource Integrated File System Security 1

4 Network MetServer shares 1
ACti ons to 5  Network Metwork Connection Details INFO 0
review from the 6 Profile User Profiles Not Used in 90 Days 1
Audit JOU rnal — 7 Profile Powerful User Profiles 4

u] ’ ] - -
Report Cards 8 Profile User P IIIT:IU Password | 1

9 FResource Allow Object Restore Option 1

10 Resource Allow User Domain Objects in Libraries 1

11 Configuration System, User, and Object Auditing Control Configuration 1

12 Configuration Attention Events are Audited = 0

13 Configuration Authorization Failures are Audited > 0

14 Configuration All Object Creations are Audited = 0

15 Configuration All Deletions of External Objects on the System are = 0

Audited
16 Configuration Actions that Affect a Job are Audited > 0




Evidence - Supporting Documentation - Reporting

ALAN

1=5tart Monitor 2=End Monitor 4=Delete 10=Work with Rules 20=Activity 21=Start Monitor current time

Opt

Monitor

CMDMON
QAUDJRN
QHST
QSYSOPR
SIEM
TGMSGQ

Name

Monitor Lib

Qsys
Qsys
Qsys

TGDATA

Type

xCMD
*JRN
*QHST
*MSGQ
*SIEM
*MSGO

Description

Command Monitor

Security Audit Journal

QHST history log

System Operator Message Queue
Journal Archival Monitor (SIEM)
TG Message Queue

Protect

Status

xACTIVE
*ACTIVE
*ACTIVE
*ACTIVE
*ACTIVE
*ACTIVE

Position to

Daily
Alert
0]

11

12

0]

0]

0]

Monthly
Alert

0

690

12

0]

0

0

FAESCHE
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Evidence - Supporting Documentation - Reporting

Subset Criteria - Rule ID. . . . . . : Rule Name . : Calender
Last Processed date : 2023-10-31 Daily Count Range. . : 0 to 899,889,888
Last Processed time | 03:31:08 Monthly Count Range. : 0 to 899,889, 988
Yearly Count Range . : 0 to 889,889,988
2=Change 3=Copy 4=Delete 10=Rule Criteria 20=Alert 30=Work with Activity
Daily Monthly Yearly

Opt Rule ID Rule Name Calendar Count Count Count
~ Damaged_Objects Damaged Objects *NONE 0] 0] 0]
__Hardware Failures Hardware failures and Critical conditions *NONE 0] 0] 0]
. ~Invalid Signon Invalid Signon Attempts *NONE 2 2 2
. Licensing Licensing Issues *NONE 0] 0] 0]
~ Multiple_Recievers Multiple Receivers for journal per X hours *NONE 6 6 6
___Qsecofr_Signon Monitor QSECOFR Signon xNONE 4 4 4
_ . ~QAUDCTL_Changes Monitor QAUDCTL Changes *NONE 0] 0] 0]
.. Storage_lIssues Storage Issues xNONE 0] 0] 0]
_ Subsystem Messages Subsystem Messages *NONE 0] 0] 0]

System_Events System event and subsystem activity *NONE 0] 0] 0]

FAESCHE
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Evidence - Supporting Documentation - Reporting

Rule ID . . . . . .. +» . . .. ! Qsecofr_Signon Rule Name: Monitor QSECOFR Signon
Minimum Severity . . . . . : 0O

2=Change 4=Delete 10=Field Compare data 20=Work with Reply

Opt MSGID Message Message Omit Field Reply
File Library Description Select Compare?
CPF1124 QCPFMS3G QSYS Job &3/&2/&1 started on &18 at S Y
:: CPIADOB QCPFMSG QSYS ¥*SIGNON server job &3/7&2/&1 pr S Y
. CPIADO9 QCPFM3G QSYS User &4 from client &8 connect S Y
CPIAD1Z QCPFMSG QS5SYS Servicing user profile &1 from S Y

FAESCHE
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Evidence - Supporting Documentation - Reporting

Rule ID/Name .: Qsecofr_Signon Monitor QSECOFR Signon
Message ID/Des: CPF1124 Job &3/&2/&1 started on &18 at &19 in subsystem &8 in &9. Job entered system on &20 at &21.8&17

Please input criteria to filter report data and press Enter.
d4=Delete

Opt AND/OR Field name Operator Value (quotes are not needed)
Value
&2 = QSECOFR

FAESCHE
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Evidence - Supporting Documentation - Reporting

Rule ID. . . . . . : Qsecofr_Signon
Rule ‘Name. . . . . : Monitor QSECOFR Signon

2=Change 4=Delete 5=Display

Opt ALt Alert Alert Message to send - Alert Criteria -
Seq Type Details # Events Freq

10 xMSG ALAN *ANY *ANY

FAESCHE
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Evidence - Supporting Documentation - Reporting

Rule Name. . . . . . . . . .. . : Qsecofr_Signon

Rule Description . . . . . . . .": Monitor QSECOFR Signon

Atert Type. . . . . . . . . . .t _ (xEMAIL, *xMSG, xCMD, xSNMP, xSYSLOG, xEMAILDST, xTGCENTRAL)
Alert ‘Sequence. . . . . . . . 20 (01-9999)

Alert Frequency:

Number of events . . . . . . . . : *ANY (xANY, 1-999999)
Event Frequency . . . . . . . . xANY (xANY, 1-999999)
Event. . . ... . . W 0 G0 (DAY /HRS/MIN/SEC)
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Evidence - Supporting Documentation - Reporting

ALAN

Rule Name.
Rule Description

Alert Type.
Alert Sequence
Alert Message.

Syslog Provider Name.

Alert Fregquency:
Number of events
Event Frequency
Event.

Qsecofr_Signon
Monitor QSECOFR Signon

xSYSLOG (*xEMAI Syslog Provider
20 (01-99

xMSG ALAN

_ GRAYLOG
B B SIcM ELK GELF

. SIEM_ELK_SYSLOG_TCP

_ SIEM_ELK SYSLOG UDP

~ SIEM_SYSLOG.SSL_TLS
xANY (xANY, _ SIEM_SYSLOG_TCP
xANY (xANY, _.SYSLOG_BASIC

(DAY /H SYSLOG_TCP_CEF

FAESCHE

SOLUTIONS



Evidence - Supporting Documentation - Reporting

& Dashboard

i Server Management e

+, Rules =

& Groups =

= Calendar

B Reporting J
[3] Reports

0O Report Cards

= Activity

i Real-time Events <

£ Network Activity
2 Alert

& Admin N

Alerts
Show | 50 w entries
Server

TGSE1.TRINITYGUARD.COM

TGSE1.TRINITYGUARD.COM

TGSE1.TRINITYGUARD.COM

TGSE1.TRINITYGUARD.COM

TGDEV4 pepitoY GUARD.COM

TGDEV4 pepitoY GUARD.COM

TGDEV4 pepitoY GUARD.COM

TGDEV4. pepitoY GUARD.COM

TGDEV4. pepitoY GUARD.COM

TGDEV4. pepitoY GUARD.COM

TGDEV4. pepitoY GUARD.COM

Facility

Log alert

Log alert

Log alert

Log alert

Log alert

Log alert

Log alert

Log alert

Log alert

Log alert

Log alert

Job Number
351099/QS3YS/QDBSRV02

381099/QSYS/QDBSRV02

361099/QSYS/QDBSRV02

381099/QSYS/QDBSRV02

609505/AVG/QPADEVI001

609490/AVG/QPADEVIO0

609490/AVG/QPADEVIO01

G0T077/AVG/IQPADEVD002

587468/AVG/QPADEVOOOK

528521/AVG/QPADEVI004

528571/AVG/QPADEVOOON

Message

Sequence number not
reset First sequence
number is 7457031.

Journal receiver
AUDRCV0346 created in
library QGPL.

Sequence number not
reset. First sequence
number is 6426901.

Journal receiver
AUDRCV0345 created in
library QGPL.

Command STRSQL was
executed by User AVG

Command STRSQL was
executed by User AVG

Command STRSQL was
executed by User AVG

Command STRSQL was
executed by User AVG

Command STRSQL was
executed by User AVG

Command STRSQL was
executed by User VG

Command STRSQL was
executed by User AVG

Message
ID

CPF7019

CPCT011

CPF7019

CPCT7011

QSQL/STRSAL

Q5AL/STRSAL

Q3AL/STRSAL

QSAL/STRSAL

QSAL/STRSAL

QSAL/STRSAL

QSAL/STRSAL

i Email Config | % Reset Filter 23 Refresh(48)

Severity

informational

informational

informational

informational

informational

informational

informational

informational

informational

informational

informational

Timestamp

2023-11-05-
02.02.12

2023-11-05-
02.02.12

2023-10-21-
19.44.45

2023-10-21-
19.44.45

2023-09-05-
15.14.31

2023-09-05-
14.17.41

2023-09-05-
14.12.03

2023-08-16-
22.39.02

2023-07-17-
15.46.21

2023-07-12-
17.10.27

2023-07-12-
15.06.50

Type
syslog

syslog

syslog

syslog

syslog

syslog

syslog

syslog

syslog

syslog

syslog

Search

1

Version

Q

Show



Poll Question: What challenges are you
currently facing in securing your IBM i?



IT & IBM i experts providing solutions to design,

O x
develop, modernize, transform & secure :b .

business-critical systems and deliver results!

F "

~

IT & Technology Advisory

Establish a forward-thinking IT strategy and IBM i
modernization roadmap aligned with business direction.

Modernization

Improve business process with application and DB conversion
to modern languages and architectures, new development,
integration, APls and digital enablement.

Cloud

Move IBM i applications & create powerful new workloads
for development, testing, archive, backup and HA.

Data

Build better applications, reporting, and turn data into
intelligence (analytics, modernization, Al).

Security & Compliance

Guard against cyber threats with security solutions that protect
you at every level - IFS, SIEM integration, encryption & MFA.

Managed Services

Manage, optimize, and evolve IT with full-stack and IBM i
experts to support your critical IBM i applications, ERP
systems & infrastructure.
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ﬂ‘ Next Steps...

() Download a Free Trial
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() Subscribe to Fresche Security

() Speak with a security expert
() Ask about pen testing

Questions?

FRESCHE


mailto:alan.hamm@freschesolutions.com
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