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Cybercrime
& Threats

«
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 Exploitation of « Sophisticated
‘ remote work threats using Al

Top threats include:
« Ransomware « Phishing/Spoofing

2024 Q4: Highest recorded level of
ransomware activity, according to the FBI

Almost nine million DDoS attacks in the
second half of 2024, up 12.75%

Nearly 50% of IBM i shops have little to no
security knowledge and skills

/1% of organizations are not prepared to
recover from a ransomware attack

43% of organizations don't have any
cybersecurity plan in place

FBI's 2024 report reveals $16.6 Billion in
losses, a 33% increase from 2023

87% of firms hit by Al cyberattacks
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Cybersecurity Threats to IBM i Data

Phishing

Ransomware

Malware

Credential Hijacking

Data Breaches
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Phishing Attack
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Phishing Attack
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Phishing can take advantage of
authenticated users and penetrate
IBM | resources
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Ransomware Attack ‘
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| RANSDMWARE |

Your Files is encrypted |
PAY $ 500 USD
TO RECOVER YOUR FILES

Time 09:59.47
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Scenario

User’s
workstation is
penetrated &
infected with
ransomware
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Ransomware Attack

Ransomware
spreads to IBMi
IFS directories
open to the public
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Scenario

User’s
workstation is
penetrated &
infected with
ransomware

non-IBM i servers
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Ransomware Attack

Ransomware
spreads to IBM i
IFS directories
open to the public

Ransomware
residing on the
IBMiinfects the

corporate network

Key Takeaways

* Ransomware will find your weakest servers
* Leaving IBMiservers unprotected can jeopardize all your corporate assets—both IBMiand

No security
monitoring on IBM i
= ransomware
remains persistent
& undetected
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Malware Harvesting in the IFS

Scenario
User’s workstation Malware silently
is penetrated and Malware spreads to resides on the IBMi
infected with the IBMi server harvesting corporate
malware data

= Key Takeaways

* Protecting ALL corporate servers is critical.

-
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Hijacking of Privileged User Accounts
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Hijacking of Privileged User Accounts

Scenario

Privileged user
credentials are
compromised

Privileged user
credentials can be used to
perform malicious activity

Key Takeaways

7

4

Note: A lot of IBMi
servers use 10-byte

~

single case passwords

o

J

 Make sure all user credentials on all corporate servers adhere to current corporate password policies
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Risks & Consequences of Data Breaches
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Risks & Consequences of Data Breaches

Data Breaches can occur in any of the previously described scenarios causing...

Corporate data Encryption,
.. . . Corporate/personal
appearingin the Extortion, Fines, rebutation damage
dark web Loss of Revenue P g

/ - LGCIAELCEVWEVE

* Protect all sensitive data.
* Monitor activity on all servers, including IBM i. (You might already have enterprise monitoring software
for your other servers, but not IBM i.)

 Data breaches can be in progress and remain undetected unless you are monitoring your servers.
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Symptoms
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. Strange files Connections Unreadable
§ in the IFS from unknown IP data
3 addresses

g S e i .

ngh CPU Unknown
consumption jobs running

perating System Contention Time
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How to Prevent Attacks

@\ * Monitor internal and external network traffic to IBM i
® * Lock down unauthorized access

Network Security |

* |FS Authorities

\_ <
Implement Zero Trust @3 « Users

Least Privilege Model

* Users
* System

* Alert on system security events
* Escalate critical events
* Remediate problems
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Next Steps...

Still have questions?
Let us know.

Want to uncover vulnerabilities in
your IBM i environment?
We have a Free Trial/POC available.

Connectwith us to

Get in touch: get started

IBM i Security
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